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Watermarking in the Space/Spatial-Frequency
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Distribution
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Abstract—A two-dimensional (2-D) signal with a variable spatial to the Wigner distribution of the original image, we shall not
frequency is proposed as a watermark in the spatial domain. This yse the Wigner distribution itself, but its projections (the 2-D
watermark is characterized by a linear frequency change. It can pa 400 Wigner distribution). In this way the watermark pro-
be efficiently detected by using 2-D space/spatial-frequency distri- . . - . . .
butions. The projections of the 2-D Wigner distribution—the 2-D Je_Ct'(_)n maximum V_V'" dominate over the values of the ngner
Radon—Wigner distribution, are used in order to emphasize the distribution projections of the original image. The chirp signal,
watermark detection process. The watermark robustness with re- after applying linear (affine) geometrical transformations [11],
spect to some very important image processing attacks, such as for[21]_[23], changes only its position in space/spatial-frequency
example, the translation, rotation, cropping, JPEG compression, qomain, This is the reason for using two chirp pulses as a water-
and filtering, is demonstrated and tested by using Stirmark 3.1. . - . L .

mark, with their relative position being the key for watermark
detection. The proposed algorithm falls into the semi-private
watermarking schemes, where the embedded watermark is
IGITAL watermarking is the area with a very intensive denecessary for watermark detection [27].
velopment in the last few years [1]-[7]. It can provide an Here, we present two watermarking techniques. The first one
image copyrightprotection, i.e.,identification ofits ownerandagonsists in embedding two chirp pulses in an image and de-
thorized distributor [1]. The fundamental description of commorecting the watermark by using the Radon—Wigner distribution.
watermarking techniquesis giveninthe Cox’s paper[4]. Themadsie secret information (the key) is hidden in the relative po-
commonly used ways forwatermarking are embeddinginthe sgition of chirp pulses. The second technique is proposed as an
tial domain, or in the transformation (frequency) domain. In boéxtension of the previous one. Multiple chirp pulses with pseu-
group of methods itis desirable to ensure that a watermark satisrandom amplitudes are embedded. Detection is performed by
fies the following important properties: using the standard correlation technique [5]. The key consists of
1) perceptual invisibility; amplitudes and positions of the chirp signals. These two tech-
2) robustness to the various image processing algorithmigues could be combined by using the first one as a template,
such as common geometric distortions (rotation, transland the second one as a watermark [21]-[23].
tion, cropping), resampling, filtering and compression;  The proposed watermarking technique is tested against nu-
3) ability of watermark detection by copyright owner withoutnerous attacks. Stirmark 3.1 program is used for attacks gen-
the use of the original image. eration [24]—-[26]. Details on fair benchmark of image water-
The frequently used watermarking techniques in the spatial ddarking systems can be found in [27]. The theory is illustrated
main are based on the concept of mixing systems [8]-[10]. WaR examples, where the watermark detection is performed in the
termarking in the spatial-frequency (transformation) domain @&ses of simultaneous rotation, translation and cropping, JPEG
commonly performed by embedding aspread-spectrum sequeg@@pression, and various filtered image forms.
in the Fourier or DCT domain coefficients [5], [7], [11], [12]. The paper is organized as follows. After an introduction into

In this paper we propose a watermarking in the joirthe 2-D Wigner distribution, Section II, the watermarking detec-
space/spatial-frequency domain. Two-dimensional (2-D) chiti®n by using the Radon—Wigner distribution is analyzed in Sec-
signals are used as watermarks. This type of signals is resist@ft I1l. Multiple linear frequency modulated signals are used as
to all stationary filtering methods. It also exhibits geome® watermark in Section IV. Numerous examples, illustrating the
rical symmetry. The Wigner distribution produces an idedresented approach, are given in Section V.
space/spatial-frequency representation for this type of signals
[13]-[16]. In order to emphasize the watermark with respect

. INTRODUCTION
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Its pseudo form is used in practical realizations [Il. W ATERMARK DETECTION BY USING THE RADON-WIGNER

DISTRIBUTION
WD(z,y, w,,w . .. ..
@,y wnwy) Obviously, it is necessary to additionally concentrate the en-

= / / Ix+&/2,y+ /I (x—&/2,y — ¢/2)  ergy of the watermark signél(z, »). To this end we note that

—00 v —o0 the Wigner distribution maxima in (6) are distributed over the

x w(é, OQw* (=€, —)e I @=e w0 ge ¢ (2) linear hyperplanes in the four-dimensional (4-D) space/spatial-
frequency domainy, = £2a;x + a3y £ a4, wy = 202y +

wherew(¢, €) is a 2-D window function. The 2-D chirp signal, 4,5 4 a5, while the Wigner distribution of the image is spread
used here as a base for watermarking, has the form in the 4-D space. Therefore, we shall use the 2-D projections of
) ) the Wigner distribution of the watermarked image, rather than

Oz, y) = 2Acos(az” + by” +¢) the Wigner distribution itself. Analyzing the projections of the
=A (eﬂ'(a’”2+byz+c) 4 e—j(a’”2+byz+c)) (3) Wigner distribution of the watermarked image, one can con-
clude that a complete concentration of the watermark Wigner

where A is the watermark amplitude or strength. Note that thdistribution (sum of the watermark Wigner distribution maxima)

Wigner distribution of this signal is highly concentrated will be achieved in the one projection plane, while the image
Wigner distribution will still be spread. Thus, in the projection

WD(z, y, Wa, wy) plane of the watermark, its entire energy will be concentrated

= AW (w, — 20z, w, — 2by) in one point. This value, even for a weak watermark, could sur-

) pass the image energy from this projection, as well as the water-
mark energies from the other projection planes. In this way, it

where the Fourier transform of the windoW;(w,, — 2az, w, — will be possible to detect a weak watermark (having an ampli-

2by), is close to a delta functiof(w, — 2az,w, — 2by) for a tude which is much smaller than the average amplitude of the

sufficiently wide window. Since the cross-terms in the Wigne"idinal image), by using the projections of the Wigner distri-
distribution will be eliminated by use of projections, they willPution. Note that the position of hyperplanes where watermark

+ AW (w,, + 2ax, w, + 2by) + cross-terms

be neglected in the sequel. is detected depends on the parameters characterizing the geo-
After a general linear geometrical transformation, signal (@jletrical modification of the image. That is the reason for using
can be written in the form two chirps as a watermark. For the simplicity of presentation we

shall continue to consider just one chirp, having in mind that the
Q(x,y) =24 Cos(a1x2 + asy® + aszy + asx + aszy + ag). final results can be directly applied to the case with two or more
) chirps.
By using the analogy with the one-dimensional (1-D) case
This transformation corresponds to a mapping of centered Bi71-[20], the projection of the 2-D Wigner distribution, i.e.,
lipse into the rotated one, whose center is displaced from ¢ 2-D Radon—Wigner distribution can be written in the form
origin. From the point of view of the Wigner distribution con-
centration on the local frequency, we may say that it is invarianta(wz, wy)
with respect to this transformation. Only the position ofthelocal [~ [~ WD (. — 2 B B
frequency, i.e., of the distribution concentration, will be changed ~ | [ (@4, we, wy)8(ws = 2012 — azy — as,

Yy — 2 — —az)dx d 7
WD, 4, 0, 0y) wy — 2a2y — azx — a;) dw dy (7)

= AW (wy — 2015 — agy — aq,wy — 2a2y — asx — a3)  wherea = (a1,a2,a3,a4,a3) defines a corresponding hyper-

+ A2W (w, 4 2015 + azy + as,w, + 200y + azz plane. The projection maxima
+ a3) + cross-terms (6)
M(a) = max Pa(wa,wy) ®)

This means that the described geometrical transformation does
not influence the maximal value of the Wigner distributionghat will be used for the watermark detection, are functions of
which we intend to use for the watermark detection. Thughe transformation parameters only.

the Wigner distribution of the watermark remains close to

the delta pulse [13], [14], [28]. The problem of a changed petection Algorithm

position of the local frequency (distribution concentration) i _ _

can be overcome by using two chirp pulses (Section 111-C), Consider animagé(x, y) with watermark(X(z, y)

whose relative position is invariant. Although we have a very

specific and recognizable function over the entire space under I'(z,y) = I(z,y) + Qz,y). )

the consideration, its energy could be much smaller than the

energy of the Wigner distribution of an image, since the valgée Radon-Wigner distribution df (-, ) can be obtained by
of A should be drastically smaller than the average imadeultiplying the imagel’(z,y) by

values. For this reason the watermark detection, using only the

Wigner distribution, is not reliable enough. Q(z,y) = e~ @a”tboy’ teszy) (10)
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where parametes,, b, andc, define the projection plane. By 1* : , . ; ‘ : , ,
computing the 2-D Fourier transform of P(ex,0y,d)

the Radon—Wigner distribution is obtained as

In this way, by using different values of parametersb, ande, %
we get the Radon—-Wigner distribution for different projections

Plwg, wy; )
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I'(z,9)Q0(x,y) = (I(z,y) + Qz, )z, y)

1oL 4

=|FTap{I'(z,y)2 (2, 1)}

o) N 2
=‘ | [ e wt et dedy

(11)

S

By finding the maxima of the Radon-Wigner distribution of the * 0 % 10 10 20 250 30 %0 400 40 50
watermarked image

Fig.1. [llustration of the performance analysis for determination of a detection
_ . level of a watermark in the white noisy image. The value of the Radon-Wigner
M(a"f’ bu, C’U) - i?z}fi P(wl" “Wy; Q'U) (12) distribution P(w.., w,; ) as a function ofv,. for the fixed values of,, and
,, on the line where the watermark is detected.

and by comparing it with an assumed reference threshold, we

make a decision about the watermark presence. Thus, the e
tence of a dominant maximum in the projection amounts to ti 45
watermark existence in the particular image. The direct sear 4
for three parameters,, b, andc, can be time consuming. One
may deal with this problem by using some of the existing alg( *
rithms [29], [30]. The time, necessary for watermark detectic ,,
foranimage size of 51 512, on a PC 300 MHz, is between 5&
s and 1 min. That is the price that has to be paid for the blind w s
termark detection. In cases of known watermark positions wit
multiple chirps having random amplitudes this time consumir
search problem does not exist (see Section 1V). 15
Note that the range for possible values of parameteaad
b is determined by the maximal possible local frequency of *
chirp (3). It is related to the image siZé x N, and sampling 5
intervalsAz, Ay, as|a| < 7/(2NAx?), |b] < 7/(2NAy?). If
we use the discrete pseudo Wigner distributitimen, in order

to avoid aliasing [28], the maximal possible value of these pa-

rameters should be divided by a factor of 2. However, in the Fig. 2. Original image “Baboon.”
Radon—Wigner distribution the oversampling with respect to the
sampling theorem rate is not necessary [19], [20]. domain with energy density proportional# /N*. The ampli-

tude of the Wigner distribution of the watermark is proportional

B. Performance Analysis to A2N2. By summing the maxima in the projection plane the
Now, we can pose the questiowhat is the minimal wa- maximal expected value of watermark Radon—Wigner distribu-
termark level amplitude that can be detected in an image? tion is of the order ofA”V*. The values of the Radon-Wigner
general answer is very difficult. However, we shall perform gistribution of an image is of the ordé#; /N'*. The image en-
simplified analysis for a rough performance estimation. Let &9y can approximately be represented via the image standard
assume that thenage is a white noissignal havingV x N deviation asE; = A7N? whereA; = o;. Thus, the ratio of
pixels, and that the space windowsx N . The image energy the maxima of the watermark Radon—Wigner distribution and
E; is then uniformly spread over the space/spatial-frequenaﬁdon—Wigner distribution of the original image which is rele-

vant for the watermark detection is given by

1The discrete Wigner distribution is defined as

WD(ny. no. ky, kz) R= = N2 (13)
g
N/2—1 N/2—1 1
= sz ZV/ZI("’I +ma,nz + mo) It is obvious that the watermark detection performance de-
o SN2 iy

. pends on the ratict N2 /A;. Even very small values ofl /A7
X I*(ny = my, s — my)e I W (Mik1Emaks) produce a high rati&. Note that one should have an appropriate
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Fig. 3. (a) Watermarked image and (b) maxima of the watermarked image projections and determination of the watermark signal parameters.

margin in a more realistic cases when the image is not whi 1" ‘ ; ; ;
noise. This relation still promises very good detection-visibilit Ploxoyd)
ratio. Examples with a real image will be given in Section Vv -
Here, we shall demonstrate the ratio given by (13) on the whi
noise image, having variancg& = o7 = 2562, and watermark ‘
with amplitudeA = 1.25. The expected watermark value of 1 j
R = 1280 is obtained for’V = 512. That is exactly what we ‘,
obtained in Fig. 1, where the projection is shown along the lir o
where the watermark maximum is detected.

Taking into consideration that the image energy depends
the particular attack, the detected maximum varies with tt 1 ;
image energy. Thus, the threshold is obtained according to

(=

T _ Imax - /[/N2

14
E}/N? (14) 100 ‘ ‘ \ ‘ :
I 0 50 100 150 200 250 300 350 400 450 500
where Fig. 4. Radon—Wigner distribution projection along the line where the
I .« dominant maximum value; projection global maximum is detected.

E’7  energy of the target image;

T may be taken a& = 1. can obtain the mformauo_n about our watermark after resam-
pling. Also, by using two signals as watermark, we can generate

a large number of different watermarks with different relative

C. Watermark Robustness positions for detection. In this case the watermarked image has

: . . .the following form:
Since we use as a watermark the 2-D signal with a varying g

frequency over the entire space, it is resistant to the stationary

filtering, i.e., the filtering whose parameters do not change over I'(z,y) = I(z,y) + Q(z,y) + Q(z.y) (15)

an image. Also, as previously concluded, the maxima of the

Wigner distribution and the maxima of its projections will not

be changed after the image translation and rotation. Any reasl’)were

able cropping will also not degrade the detection of watermark

as long as? remains high. The watermark is resistant to the re- Qi (z,y) = 2Acos(a’'z® +Vy* + ¢)

sampling, as well. However, in this case the position of maxima _ N2 a2

in projections will be changed. This problem can be overcome 2a(z,y) = 2Acos(a’a” +b7y" + ). (16)

by using two or more signals as a watermark. In that case the re-

sampling will change the position of the maxima, but their rela- Here, we should know that there are two chirps as the water-
tive positions will not be changed. The relative position of chirmark and detection procedure consists of finding two maxima
pulses can be used as a secret key of this watermark. It megrthe projection planes. This approach will be illustrated in Ex-
that, based on the relative ratio of the positions of maxima, vaenples 1 and 2.
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Fig. 5. (a) Watermarked image filtered by a<77 median filter and (b) detection of the watermark parameters in the median filtered image.
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Fig. 6. (a) Watermarked image attacked by a translation, rotation and, cropping and (b) detection of the watermark parameters in the traeslated rota
cropped image.

IV. MULTIPLE SIGNALS WITH SMALL AMPLITUDES AS A

WATERMARK » Plox,oy Q)
X

The previous concept of watermarking can be extended to1 1.,
case of watermark signal in the form 1.

10

Q(z,y) >
K 8-

= Z A; COS(CLﬂaZ? + az01® + aizzy + aur + a5y )-
i=1

Here, in contrast to the previous cases, we shall assume that. /'
plitudesA; are small and randomly chosen and that the numb
K of chirp signals may be large. Thus, we can generate a v¢
large number of different watermarks. However, the watermain
detection will not be possible here without a priori knowledge @fig 7. petection single watermark embedded in image= 102, =
the watermark positions, i.e., without knowledge of their projees2x) after filtering by a local notch filter.

tion planes determined hy; , a;2, a;3 and their positions within

the specified projection planes defineddyy, a;5. It is possible chosen amplitudes) and the previously described one (determin-
to overcome this problem by combining this concept (randomistic amplitudes in chirp pulses). The detector response can be
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Fig. 8. (a) Image watermarked by a sumfof= 121 small chirp pulses with randomly generated amplitudes and (b) corresponding detector response.

obtained by using correlation technique 10X 10° _ .
M al | ‘

d=> RWD; ‘i | i |

i=1 LilLBAIL I ‘

Watermarked image

M
= Z A; FToplla(x,y) exp(—j(ana? + ainy®
i=1

Nonwatermarked image

Detector response
N g

+ ai?)xy))”for (wa,wy)=(aa,a:5) (18)

Mwwwwmwwmmwmew;? P_L ’
where I, (z,y) denotes possibly attacked image. This wate o ‘ : ! ‘ L

. . . ) 200 400 600 800 1000 O 4 8 12
marking concept may be consideredaageneralized Fourier Watermarks

domain watermarking approaclrourier domain approach is a
special case of (17) with;; = a;» = a;3 = 0[11], [21], [31]. Fig. 9. Statistical check on 1000 realizations of watermarked and
The watermarking based on (17) is robust to the attacks eitf@pwatermarked images. Histogram is given on the right hand-side.

in the Fourier domain or in the spatial domain, since the w~ s
termark signal components are well concentrated only in givi 6 o L T
projection planes which are different for each watermark cor 5 ‘ 4l A,
ponent. For robustness on geometrical attacks, it is necessar g |
embed one or two watermark signals with deterministic (highe §4 *
amplitude that can be detected by using (11) and (12). The « 53 L'
tected changes of parameters of this watermark can be uset g |

a template matching for the detection of (17), [11], [21]-[23] % 2 Watermarked image :
This will be illustrated on the watermarked images with variou 2 | “ Nomwatemmarked image |
attacks (Examples 3 and 4). il Ko g T ——
0 0 200 400 600 800 1000 0 4 8 12
V. EXAMPLES Watermarks

Example 1: The image of “Baboon” will be used in this ex'Fig. 10. Statistical check on 1000 realizations of watermarked and
ample. The original image with 48R 500 pixels is shown in nonwatermarked lowpass filtered images.
Fig. 2. Fig. 3(a) represents original image corrupted by water-
mark (16), wherda’ = 1027, = 152w), («” = 1527,b” = in Fig. 3(b) where the maxima in various projections are given.
1027). The peak signal to noise ratio RSNR = 40.17 [dB], Equation (11) is used. It is obvious from Fig. 3(b) that we can
while the signal to noise ratio ISNR = 34.19 [dB]. We found easily determine the parametérs, '), (a”, V") of the water-
that in this caséSNRis a more appropriate measure for visuahark signal. The projection of the Wigner distribution along the
image degradation. The watermark amplitudd is- 1.25, i.e., line where the maximunia’ = 1027,b = 152r) is detected
approximately 1% of the maximal image amplitude. Note th& shown in Fig. 4. About 1% of the low frequency components
variation of the amplitude could be considered as well. In theith extremely high amplitude have been eliminated before the
highly textured regions, the amplitude can be higher than @alculation of the projections.
the flatten regions. The watermark level can be determined byThe watermarked image filtered with a<77 median filter is
using masking systems [5]. Watermark detection is presentgtbwn in Fig. 5(a), while the watermark detection is presented in
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Fig. 11. (a) Highpass filtered image watermarked by a suii o 121 small chirp pulses with randomly generated amplitude and (b) corresponding detector
response.
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Fig. 12. (a) Watermarked image corrupted with white Gaussian noise and (b) corresponding detector response.

Fig.5(b). Also, the watermarkedimagée = 102w, = 1027), distribution, since the image has significant influence on these
(¢ = 1527, b = 1527 ) has been attacked by ageometrical digerms. The problem of chirps deletion would be increased if one
tortion consisting of the translatioh/{4 of the originalimage size used the watermark with varying amplitude.
along thez direction), cropping (1/4 of image has been cropped, Note that the previous watermark can be detected by knowing
along ther direction) and rotation by #5Fig. 6(a)). Itisobvious only the watermarking concept without any prior knowledge on
from Fig. 6(b) that the detection of watermarkis easily done. Notiee watermark parameters. This blind detection possibility can
thatthiswatermarkingtechnique preservesrobustnesstoalllinearavoided by generalizing this concept to the cases with large
(affine) geometrical transformations. number of watermark signal components with very small am-
Example 2: Here, we shall illustrate that the notch filteringplitudes and corresponding template matching [11], [21]-[23].
cannot significantly degrade the watermark detection procedureExample 3: An example with{ = 121 component water-
The watermarked image is filtered by using a notch filter wittmarking is illustrated in Fig. 8(a). The watermark amplitudes
known local notch frequency positions equal to the watermaake taken as Gaussian white noise with variance= 0.25. Wa-
chirp local frequencies which can be obtained through the wigrmark components are assumed to be positioned on different
termark detection procedure. Detection of the watermark, afteojection planes. Having in mind that the image content in dif-
notch filtering, is shown in Fig. 7. The reason that the notdierent projection planes is dispersed, it is not necessary to do
filtering has not significantly degraded the watermark detectiavatermark adaptation with respect to the image. The detection
lies in the fact that the watermark signal is not well concentratélillustrated in Fig. 8(b). The response of the detector over 500
in the Fourier domain. The watermark is well concentrated ontgndomly created watermarks is given. Only the truly embedded
within its projection plane. The watermark cannot be deleted matermark at the index 100 is detected.
using simple subtraction. Namely, the constant phase terms The statistical check of this watermarking technique by using
andc”, from (16) cannot be found by using the Radon-Wigner000 different watermarks and the image from previous exam-
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TABLE |
NUMBER OF DETECTED WATERMARKS OF 26 DIFFERENT EMBEDDED
WATERMARKS FORJPEG OMPRESSION ANDROW/COLUMN REMOVAL

657

approach with space-varying filtering would offer new possi-
bilities in this area and could be an interesting topic in future

research.

Attack= JPEG Columns and rows removal
Image | 10% | 15% | 20% | > 25% 1x1,5x1,1x5,5x17,17x5
Baboon 26 26 26 26 26
Lena 5 7 17 26 26
Fishingboat | 24 26 26 26 26

plesis demonstrated in Fig. 9. Fig. 10 gives the statistical results
for the lowpass filtered image. We can see that there is a sig{1]
nificant gap in the histograms of the watermarked and nonwa—[Z]
termarked images. Accordingly, the decision of the watermark
existence is reliable. 3]

The watermarked image filtered by a highpass filter with [4]
cutoff frequency equal td/8 of the maximal frequency is
shown in Fig. 11(a). The corresponding detector response i$5]
given in Fig. 11(b). Note that the standard embedding water-
mark techniques in the frequency domain would not produce
satisfactory results for this type of filtering. The watermarked [6]
image corrupted with the white Gaussian noise with variance
o = /600 is shown in Fig. 12(a). Detection of a watermark is (7]
shown in Fig. 12(b).

Example 4:Watermarking techniques are usually tested

; . o . [8]

against various robustness criteria. A procedure for fair bench-
marking of watermark techniques is presented in [27]. The[9]
proposed watermark technique is tested by using Stirmark 3.& 0
system attacks [24]-[26]. Twenty-six different watermarks
are embedded in the standard test images “Baboon,” “Lena,”
and “Fishingboat” §NR =~ 34 [dB] in all examples). The [11
watermark is always detected in the cases of median and
convolution filtering, general linear geometrical attacks without[12]
JPEG compression, as well as with JPEG compression of 90%
quality, including the cases of row and column removab(1l 13
1,1x 5,5x 1,5x%x 17, and 17x 5 removal are considered).
Table | shows detector response in the case of JPEG comprc-ﬁ‘-”
sion. The quality levels of 90%, 80%, 70%, 60%, 50%, 40%,
30%, 25%, 20%, 15%, and 10% are considered. The watermark
is not detected in the case of random geometrical transforrHS]
(Stirmark attack). We currently consider possibilities of using
the time-frequency distributions for generating a watermark
that would be resistant to this kind of attacks. Finally, notel6]
that the proposed watermark can be detected from a single line
(row or column) at the image, since it contains a 1-D lineain17]
frequency modulated signal.

(18]

VI. CONCLUSION
[19]
The watermark in space/spatial-frequency domain has

been presented. The detection of this watermark is performe[CZiO]
by using projections of the 2-D Wigner distribution. The
robustness of this watermarking scheme to the filtering angb1]
geometrical attacks (translation, cropping, rotation) has been
demonstrated. The watermarking scheme is tested by using
Stirmark 3.1 system. The combination of this watermarking
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